NudopmanuonHas naMsaTKa
NJIs 00yYAKOLIUXCH /151 pa3MelleHus1 Ha opuuuaabHbIX UHTEpHET-

pecypcax

C KaxapIM TOJOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIBIIIE, a MKOJLHUKH OJTHU
W3 CaMbIX AaKTUBHBIX IMOJib30Barened PyHera. Mexnay TeM, MOMHUMO OrPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET W MpoOJeMbl. DTa MaMsTKa JODKHA
oMOYb TeOe 0€30macHO HaXOUTHCS B CETH.

KoMnbroTepHbie BUPYCHI

KOMOBIOTEpHBI ~ BUPYC - 3TO  Pa3HOBUAHOCTb  KOMIIBIOTEPHBIX  IIPOTPAMM,
OTJIMYUTENBHOU OCOOEHHOCTHIO KOTOPOU SIBISIETCSI CIOCOOHOCTh K pa3MHOXKeHui0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOTYT IOBPEIUTH WM MOJHOCTBIO YHUUYTOXKHUTH BCE
daiibl 1 aHHBIe, MOJKOHTPOJBHBIE TOJB30BATEN0, OT HMEHH KOTOpOro Oblia
3amylleHa 3apaXEHHas IMporpaMma, a TaKKe IMOBPEIUTh WA JaXe YHHYTOXKUTH
ONEpPALMOHHYI0 CUCTEMY CO BceMM (Qailamu B 1eioM. B OoNbIIMHCTBE CilydaeB
PaCIpPOCTPAHSIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3aILUTHI OT BPECAOHOCHBIX IIPpOrpamMmm:

1. Wcnonb3yili COBpPEMEHHbBIE OIEPALMOHHBIE CHUCTEMBI, HUMEIOLIUE CEPbE3IHBIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX MTPOTPAMM;

2. TlocrosiHHO ycTaHaBNnMBall mauTu (U(POBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABJIMBAIOTCA C IETbI0 JOPAaOOTKH MPOrpaMMbl) U JIPyrue OOHOBJICHHS CBOEH
orepaMoHHoi cucteMbl. CKaunBaii UX TOJIBKO ¢ OUIMATILHOTO caiiTa pa3padoTuuka
OC. Ecnu cymiecTByeT pexkuM aBTOMAaTHUYE€CKOTO OOHOBIICHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpE TOJ TIpaBaMU TIOJB30BATENs, a HE
aJMUHHACTpATOpa. OTO HE TIIO3BOJIAT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPAMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBHOM KOMITBIOTEPE;

4. Vicriosib3y¥ aHTUBHUPYCHBIE MPOTPaAMMHBIE TIPOTYKTHI U3BECTHBIX MTPOU3BOIUTENCH,
C aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub HU3UIECKUHN JOCTYT K KOMIBIOTEPY JJIs1 TOCTOPOHHUX JIHII,

6. Mcnonb3yii BHEIIHUE HOCUTEIN MHGOPMAIUK, TaKue Kak (iemka, AMCK Win Qaiin
U3 UHTEPHETA, TOJIbKO U3 MPOo(depPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (haliiIbl, MOTYYEHHbIE U3 HEHAAEKHBIX NCTOYHHUKOB.
Jaxe Te (ailnbl, KOTOpble NHpHCIad TBOM 3HAKOMBIM. Jlydiie yTouHu y Hero,
OTMPABJIISAI JIU OH TeOE UX.

Cetun WI-FI



Wi-Fi - 310 He Buj nepenayu JaHHBIX, HE TEXHOJIOIHs, a BCEro JIMIIL OpEH/I, MapKa.
Emte B 1991 roay nunepnanackas komnanus 3apeructpuponana openn « WECA», uto
obosnauano cinoBocouetanue «Wireless Fidelity», koTopbiii mepeBoauTCS Kak
«OecrpoBOIHASI TOYHOCTHY.

Jlo Hamiero BpeMeHHM JolUia Apyras a0OpeBHaTypa, KOTOpasl SBISCTCS TaKOW Ke
TexHoJioruen. Ito abopeBuatypa «Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM Ha
CTaHAApT BBICHIMK 3BYKOBOW TexHuku Hi-Fi, 4To B mepeBome 03HAYaeT «BHICOKAs
TOYHOCTBY.

Ja, GecruiaTHbIM UHTEPHET-AOCTYM B Kade, OTeNIX U adponopTax ABISETCS OTIMYHOM
BO3MOXKHOCTBbIO BBIXOJJa B HHTEepHET. HO MHOrMe »SKCIepThl CUMUTAIOT, YTO

obmenoctynusie Wi-Fi ceTu He sBIsIOTCS 6€30MacHBIMH.

CoBeTsl M0 0e30MaCHOCTH PaboTe B 00menocTynHbix cetsx Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 mHOpManuio depe3 odmenoctymasie Wi-Fi ceTn.
PabGotast B HUX, jKeJaTeJIbHO HE BBOJUTH IMAPOJIM JOCTYyNa, JIOTHHBI M KaKWE-TO
HOMeEpa;

2. Wcnonb3yit U OOHOBIISAM aHTUBUPYCHBIE MPOTrpaMMbl U OpaHamayep. TeM cambiM
ThI 00€30MacuIlb ce0s OT 3aKauKH BUPyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ynkmuio «OO0mmii noctyn K ¢aiiaam u
npuHTepam». JlaHHas (QYHKUUS 3aKpbiTa 10 YMOJYAHHUIO, OJIHAKO HEKOTOphIE
N0JIb30BATENN aKTUBUPYIOT €€ 1Sl y100CTBa UCIOIb30BaHMs B paboTe Uiu yueoe;

4. He ucnons3yit myomuunbiii WI-FI ns nepenayum TUYHBIX TaHHBIX, HAIPUMED IS
BBIXOJIa B COLIMAJIbHBIC CETH WJIN B DJIEKTPOHHYIO TIOUTY;

5. nonb3yit Tosibko 3amuiieHHoe coequnenue uyepes HTTPS, a ue HTTP, T.e. pu
Habope BeO-aapeca BBoAM HMEHHO «https://»;

6. B wmoOunpHOM Tenedone otkmoun  QyHkuuio «lloakmouenne k- Wi-Fi
aBTomMaTudecku». He momyckail aBTOMaTH4ECKOTO MOJIKJIFOUEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusi.

ConuajabHble CeTH

CornuanbHbIe CETH aKTUBHO BXOJAT B HAIly JKW3Hb, MHOTHE JIOJIU PA0OTAIOT U )KUBYT
TaM TIOCTOsIHHO, a B Facebook y»e 3apeructpupoBaH MUUIMApP]l YEJIOBEK, YTO
SIBISICTCSI OJHOM CEObMOM BCEX JKHUTEJIEHM IUIaHeThl. MHOTHE II0JIb30BaTelIi HE
MOHUMAIOT, YTO WH(MOPMAIHs, pa3MEIeHHAs UMHU B COITMATBHBIX CETAX, MOXKET OBIThH
HalJIeHa W UCII0JIb30BaHa KEM YTOJHO, B TOM 4YHCJE HE 00s3aTeIbHO C OJarumu
HAMEPEHUSIMU.

OCHOBHBIE COBETHI IO OE€30MMACHOCTH B COIMAIBHBIX CETIX:




1. Orpannub cnucok apy3eil. ¥ 1els B Apy3baX HE JOJKHO ObITh CIy4allHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuMinai CBOIO YacTHYIO *u3Hb. He yka3biBail maponu, TenedoHsbl, aapeca, 1aTy
TBOETO POXACHUA U JPYTYIO JHUYHYI0 HHPOpMAIMIO. 3IO0YMBINIJICHHUKH MOTYT
UCIIOJIb30BaTh Jlaxke MH(GOPMALMI0O O TOM, KaK Thl U TBOU POAMTEIH IJIAHUPYETE
IIPOBECTU KaHUKYJIbI;

3. 3ammiail cBO PENyTaLHUIO - JIEPKU €€ B UUCTOTE U 3a/aBaii ce0e BOIpOC: XOTel
Obl Tbl, YTOOBI Apyrue TNOJb30BaTEeNM BUAEITH, YTO Thl 3arpyxkaems? I[logymai,
IpEeKIe YEM UTO-TO OMYyOJIMKOBATh, HATIMCATH U 3arPy3UTh;

4. Ecnu Tbl TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE pPEaJIbHOE
UMs U JPYTrylo JIMYHYI0 WHGOPMAIMM: UMS, MECTO KUTEIbCTBA, MECTO y4deObl U
pouee;

5. WM36erait pasmemenus ¢ororpaduii B MHTEpHETE, TAe TH H300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOXHO OIPEICTUTh TBOE MECTOIIOJIOKCHHE;

6. Ilpu peructpauuu B COLMAJIBHOM CETH HEOOXOAMMO HCIOJIb30BaTh CIOXKHBIE
napoJix, COCTOsIIIME U3 OYKB U LU(P U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jnd cOIMalbHOM CETH, MOYTHl M JPYTUX CAWTOB HEOOXOIMMO HCHOJIb30BATh
pa3uble naposu. Torna ecnu Te6s B3JI0OMalOT, TO 3J0YMBIIUIEHHUKU MOJIy4YaT JOCTYM
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE JIEHbI'U

3JI€KTDOHHBI€ JCHBTHU — OTO OYCHb y,HOGHBIﬁ CII0co0 HHaTe)Keﬁ, OJHAaKO
CymEeCTBYOT MOIICHHNUKH, KOTOPBIC XOTAT NOJYYUTH 3T JICHBI'U.

3JI€KTPOHHBIe JCHBI' MTOABUIINCH COBCCM HCIABHO M MMCHHO H3-3a 3TOI'O BO MHOT'HX
rocyaapCrBax 10 CUX IMOP HC INPOIHUCAHO PO HUX B 3dKOHAX.

B Poccun xe oHM (QYHKIIMOHHPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TN UX
pa3AeIsItOT Ha HECKOJIBKO BHUJIOB - aHOHMMHBIC U HE aHOHUMHBIE. Pa3Huiia B ToM, 4TO
aHOHMMHBIC - O3TO T€, B KOTOPBIX pasperracTcsl MPOBOJUTH oOmepamuu 0e3
UACHTU(UKAIIMYA TIOJIH30BATElNsA, a B HCAHOHUMHBIX HICHTH(UKAIMH TOJIb30BATEIS
SIBJISIETCS 00s13aTCIBHOM.

Takoke cnefyer pa3nudarh 3JIEKTPOHHBIE (pUaTHBIE IEHbIU (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) W OJJIGKTPOHHbIE He(UaTHbIE JAE€HbIM (HE paBHBI TOCYJAPCTBEHHBIM
BAJIIOTaM).

OCHOBHBIE COBETHI O 0€30MACHON padOTE C IIEKTPOHHBIMU JIEHBIAMMU:




1. IlpuBsixku Kk cuety MOOWIbHBIN TenedoH. ITO caMblil yA00HBIN U OBICTPBINA CIOCOO
BOCCTAHOBHUThL JIOCTYH K cyeTy. [IpuBsi3aHHBIN TenepoH MOMOXKET, €Ciau 3a0yelb
CBOM IUIATEKHBIM MAPOJIb WIH 3aWJICIIb HA CAUT C HE3HAKOMOT'O yCTPOMCTBA;

2. Ucnons3yit onHopa3oBele naponu. [locne nepexosia Ha yCHWIEHHYIO aBTOPU3ALIUIO
Tebe yke He OyAeT yrpoxKaTh ONACHOCTh KPaXKU WIIM TlepexBaTa IJIaTeKHOTO MapoJis;

3. Beibepu cnoxusiii naposb. [Ipectynmaukam OyAeT He MPOCTO yraiaTh CIOMXKHBIN
naposib. HanexxHble naponn — 3TO Mapoju, KOTOpbIE COEP/KaT He MEHee 8 3HAKOB U
BKJIOYAIOT B c€0sl CTPOYHBIE U MPOMUCHBIE OYKBBI, HU(PHI U HECKOIBKO CHUMBOJIOB,
TaKue KaK 3HaK jJoyuiapa, GpyHTa, BOCKIMLIATENbHbIN 3HaK U T.11. Hampumep, StROng!;;

4. He BBOIM CBOM JIMUHBIC TAHHBIE HA CaliTax, KOTOPHIM HE JJOBEPSICIIIb.
DJIeKTPOHHAS MOYTA

DJIGKTPOHHASI TOYTa — O3TO TEXHOJIOTUSI W TPEAOCTABIISIEMBbIE €0 YCIYTd [0
MEPEChUTKE M TOJYYCHHUIO JJICKTPOHHBIX COOOIIEHUN, KOTOPHIC PACIPEACIISIOTCS B
KOMMBIOTEpHOH ceTh. OOBIYHO DJIGKTPOHHBIM  TOYTOBBIA  SITAK  BBITJISINAT
CJICTYIOITUM 00pa3oM: MM IOJIb30BaTEIA(@UMS_JOMeHa. Takke Kpome Iepeaaqu
MIPOCTOTO TEKCTa, UMEETCSI BOBMOYKHOCTD Tepe1aBaTh (hanbl.

OCHOBHBIE COBETHI IO 0€30MACHON padOTE C IITEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh mpaBWIIbHBIA TMOYTOBBIM CEpPBUC. B WMHTEpHETE €CTh OrPOMHBIM
BBIOOP OECIUTATHBIX TTOYTOBBIX CEPBUCOB, OAHAKO JYUIIIE JOBEPATH TEM, KOTO 3HACIIH
Y KTO IIEPBbIM B PEUTHHIE;

2. He yka3bIBaii B IMYHOH MOUTE JHUHYIO HHpopmarmio. Hanpumep, myudrne BIOpaTh
«My3bIKanbHbIN _(panat@» unm «pok2013» BmecTo «remal3»;

3. Hcnonp3yil NBYXATalHYIO aBTOPH3AIMIO. IJTO KOTJAa MOMHMO IapoJisi HYXHO
BBOJIUTH KOJI, MPUCHIIaeMbIi 10 SMS;

4. BeiOepu COKHBIA Tapostb. [ KaKI0T0 MOYTOBOTO SIIWKA JOHKEH OBITH CBOU
HAJICKHbIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTh BO3MOKHOCTh HalMCcaTh CaMOMY CBOM JIMYHBIA BOIIPOC, UCHOJIB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnonb3yli HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbI 11 4aCTHOW NEPENUCKU C
ajgpecaTaMy, KOTOPbIM Thl JOBEpSClIb. IJTO HSJIEKTPOHHBIM aJpec HE HaJI0
HCIIOJIb30BaTh MPU PETUCTpaluU Ha opyMax U caiTax;

7. He oTkpbiBail (pailsibl ¥ Apyrue BIOKEHHUS B MUChbMAaX AK€ €CIU OHU MPUIILIU OT
TBOUX Jipy3el. Jlydille yTOYHU Yy HUX, OTIPABIISUIN JIU OHU TeOe 3TU (ailibl;



8. Ilocrme oxkoHuanusi pabOTHI HAa MOYTOBOM CEpPBHUCE MEPE]] 3aKPHITHEM BKJIAIKU C
caiToMm He 3a0yp HaXaTh Ha «BBIATIY.

Ku6epOy1JiMHr niim BUPpTyaJbHOE U31eBATEeIbCTBO

KuOepOymMHr — TIpeciieloBaHrue COOOIICHUSIMH, COJEPKAIUMUA OCKOpOJIEHUS,
arpecculo, 3alyruBaHHe; XYJUTaHCTBO; COIMAIbHOE OOHKOTHPOBAHHE C TIOMOIIBIO
Pa3INYHBIX UHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI IO 0OPHOE ¢ KNOEPOYILIMHTOM:

1. He 6pocaiics B 60ii. Jlyummuii cmoco6: mocoBeTOBATHCS Kak ce0si BECTH U, €CJIU HET
TOTO, K KOMY MOXXHO OOpaTHUTHCS, TO BHadalleé yCIOKOUThCSA. Eciau Thl HadHeIb
0TBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJICHHS, TO TOJIKO eIle OOJIbIIe Pa30iKKeIlh
KOH(JIHKT;

2. YupaBnusii cBoeil KubeppemnyTaiuei;

3. AHOHUMHOCTh B CETH MHHMas. CYH_ICCTBYIOT CITOCOOBI BbIICHUTDL, KTO CTOMT 3a
AHOHHWMHBIM aKKaYHTOM;

4. He crouTt BecTu XyJIUTAaHCKUW 00pa3 BUPTyalbHOU *ku3HU. HTEpHET pukcupyer
BCE TBOM JICUCTBHS M COXPAHSIET UX. Y IaTuTh UX OyIeT KpalHe 3aTpyIHUTEIHHO;

5. Cobmromaii CBOM BUPTyaIbHYIO YECTh CMOJIOY;

6. UrHopupy#t enuHuyHbI HeratuB. OIHOPA30BBIE OCKOPOUTENIBHBIE COOOIICHHUS
Jy4Iie urHOpupoBaTh. OOBIYHO arpeccusi MpeKpamlaeTcsl Ha Ha4albHOW CTaaNH;

7. ban arpeccopa. B ImporpamMmmax oOMEHa MTIHOBCHHBIMH COO6H_ICHI/I}IMI/I, B
ConHaJIbHBIX CCTAX €CTh BO3MOXHOCTH 6J'IOKI/Ip0BKI/I OTIIPAaBKH COO6H.I€HPII>1 C
OIPCACIICHHBIX aAPCCOB;

8. Ecmu T1B1 cBugetens kubOepOysummHra. TBoW AEUCTBUS: BBICTYNUTH TPOTHUB
npeciieoBaTeNsl, IOKa3aTh €My, 4YTO €ro JCHCTBUS OLICHUBAIOTCS HETaTUBHO,
NOJAJIEPKATh KEPTBY, KOTOPOM HyXHa ICHUXOJIOTMYECKasi IOMOIllb, COOOIIUTH
B3pOCIIBIM O (paKTe arpeCCUBHOTO MOBEICHUS B CETH.

MooOuinbHbIN TeaedoH

CoBpemenHble CcMapTQOHBI W TJIAHIIETHI COAEpPXKAT B cebe BIOJHE B3POCIBIM
(GyHKIIMOHAN, W TENepb OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMU
KoMmbioTepamMu. OJHAKO, CPENICTB 3aIIMUTHI JIJIsI MOJOOHBIX YCTPOMCTB MOKa OYEHBb
Maso. TecTupoBaHuE U MOUCK YSA3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCHUBHO,
kak juis [1K, To e camoe kacaeTcsi 1 MOOMIIBHBIX TTPUIIOKECHUM.



CoBpeMeHHBIE MOOWIBHBIE Opay3epbl y)Ke MPAKTHYECKH JIOTHAJIHW HACTOJIbHBIC
aHaJIOTH, OJIHAKO pacCIIMpeHHE (PYHKIIMOHAJA BIEYET 32 COOOM OOJNIBIIYIO CIIOKHOCTh
Y MCHBIIYIO 3aIMIIEHHOCTb.

I[aJ'ICKO HC BCC IIPOU3BOAUTCIIM  BBIIIYCKAIOT O6HOBJ’I€HI/I$[, 3aKpbIBAIOIIHEC
KPUTHUYCCKUC YA3BUMOCTH IJII CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETBI JJI 0€3011aCHOCTH MOOMJIEHOIO TGJ'IGd)OHaI

1. Huuero He siBisieTcs mo-HacTosAleMy OecriaTHbIM. Byl OCTOpPOKEH, Beb KOI/Aa
Tebe mpennararoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITb CKpPBITHI KaKHE-TO
IIJIATHBIE YCIIYTH;

2. Jlymaii, mpexae yeM otnpaBuTh SMS, ¢oro unu Bumeo. Thl TOYHO 3HaElIb, IIC
OHU OYIyT B KOHEUHOM UTOTE?

3. HeoOxoaumMo OOHOBIISATE OMEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHA;
4. Ucnionb3yit aHTUBUPYCHBIE MPOTPAMMBI JIJIs1 MOOMIIBHBIX Telle(hOHOB;

5. He 3arpyxkaili NpuiaoXeHHs OT HEU3BECTHOIO HMCTOYHHKA, BEIb OHH MOTYT
COJIEPKaTh BPEIOHOCHOE IIPOrpaMMHOE 00ecTieueHue;

6. I[Tocie Toro kKak Thl BBIMJICIIL C CalTa, T/I€ BBOAWI JUYHYIO HHPOPMAIINIO, 3alT1 B
HacTpoiKH Opay3epa u ymanu cookies;

7. llepmommyecku TPOBEpPsSIM KAaKHWE IUIATHBIE YCIYyTM AKTUBUPOBAHBI HA TBOEM
HOMEPE;

8. JlaBail cBOif HOMEp MOOMJIBHOTO TeIe(POHA TOJBKO JIOISM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEPSICIIb;

9. Bluetooth nomkeH ObITH BBIKIIOUEH, KOTJa Thl UM HE MoJib3yeuibcs. He 3a0biBait
WHOTIa TIPOBEPSTH ITO.

Online urpsi

CoBpeMeHHBIC OHJIAWH-UTPBI - ATO KPACOUHBIE, 3aXBaTHIBAIOIINE DPA3BICUCHMUS,
00BEIUHSIONINE COTHU THICSIY YEJIOBEK M0 BceMy MUpy. UTrpoku ncciaeayroT JaHHBIM
UM MHUp, OOIIAIOTCS APYT C APYTOM, BBIMOJIHSIOT 3aJaHUSI, CPAXKAIOTCA C MOHCTPAMH U
MOJIyYarOT OMBIT. 3a YAOBOJLCTBHE OHHU IUIATAT: TMOKYIMAIOT JUCK, OTUIAYHBAIOT
aOOHEMEHT WJIM MPUOOPETAIOT KaKKUe-TO OIIUH.

Bce atm cpencrBa uayT Ha MOJAECPKAHUE W PA3BUTHE WIPBL, a TAKKE HA CaMy
0€30MacHOCTh: COBEPUICHCTBYIOTCS CHCTEMbl aBTOPU3AlLIMU, BBITYCKAIOTCSI HOBBIE
naTu¥ (u(poBbIC 3aIUTATKH AJIs1 TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B HOI[O6HI>IX HUrpax CTouT Oo1macaTbCsa HC CTOJILKO CBOUX COIICPHHUKOB, CKOJIBKO KPaKn
TBOCTO IIapOJIs1, HA KOTOPOM OCHOBAaHAa CUCTCMaA aBTOPHU3AIINHN OOJBIIMHCTBA Hrp.

OcHOBHBIE COBETHI 110 0€30IMACHOCTH TBOET'0 MTPOBOI'0 aKKAyHTA:

1. Ecimm nppyroii Wrpok BeaeT ceOs IUIOXO0 WM co37aeT Te0e HENpUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. HOX(&HYﬁCﬂ AIMHUHUCTPpATOpaM MI'Pbl Ha IUIOXOC IIOBCACHHME OTOr0 HIPOKa,
JKCIIATCIJIBHO IMPUIIOKUTh KAKHC-TO N0KAa3aTCJIbCTBA B BUJC CKPHUHOB,

3. He yxaspIBaii muuHyt0 uH(pOpMAaIKIo B Ipodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(umaabHbIE TATYNA U MOJIBI;

6. Mcnosib3yii CIIOkKHBIE U pa3HbIE apoJIu;

7. JJaxe BO BpeMsi UTpbl HE CTOUT OTKJIIOYATh aHTUBUpPYC. [loka Thl Urpaeiib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIHUHT WA Kpazka JIHIHBbIX JaHHbIX

OObIYHON KpaXkel JCHET W JIOKYMEHTOB CETOIHS YK€ HHUKOTO HE YAWBHIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUHM 3JI0YMBIIUICHHUKHA TIEPEMECTUIIUCh B UHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JICIIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIUHT, TJIaBHas
1[e1b KOTOPOTO COCTOUT B TMOJIYYEHUH KOH(PHUACHIIMATBHBIX JaHHBIX MOJIb30BATEICH
— JIOTUHOB ¥ mapoJjeil. Ha anrnmuiickoMm si3bike phishing uurtaercs kak ¢ummHr (OT
fishing — pwiOHast noBxs, password — maposb).

OCHOBHBIE COBETHI IO 0OPHLOE ¢ HUIITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii ThI T0o/03peBaelib, 4TO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOIWMO 3a0JOKHPOBATh €€ W COOOIIUTh aJMUHHUCTPATOPaM
pecypca 00 3TOM KaK MOXHO CKOpee;

2. Hcnonp3yit Oe3omacHbie BeO-CAlThl, B TOM 4YHCJE, WHTEPHET-Mara3uHoB U
ITIOMCKOBBIX CHCTEM;

3. Vcnonb3y#t crnokHbIE U pa3Hble Mapoyid. Takum 00pa3om, eciid Te0si B3IOMAaloT, TO
3JI0YMBIIIUIEHHUKH MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE
KO BCEM;



4. Ecnu Te0sa B3IOMad, TO HEOOXOAMMO MPEAYNpPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIeHbl Yy T€0S B APY3bsX, O TOM, YTO T€OS B3JIOMAIU U, BO3MOXKHO, OT
TBOETO UMEHHU OYJIET pacchUIaThCs CIlaM M CChUTKM Ha (DPUIIUHTOBBIE CANTHI,

5. YcranoBu HajaexHbIi mapoib (PIN) Ha MoOMIBHBIN TenedoH;
6. OTKJII04M COXpaHEeHUe Napoisd B Opaysepe;

7. He oTkpbiBaii (hailsibl 1 Ipyrue BIOKEHUS B MHCbMAaX JIaXXe €CIM OHU MPUILIU OT
TBOMX JApy3ei. JIyule yTouH y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (halibl.

u¢pposas penyranus

[MudpoBas penyTaiys - 3TO HEraTUBHAS UJIM MO3UTHUBHAS HH(OpMAIUsS B CETH O Tebe.
Kommpometupytomas napopmaiys pa3MerieHHass B UHTEPHETE MOXKET CEPbE3HBIM
o0pa3oM OTpa3uThCs Ha TBOEH peanbHOI xu3HU. «[{udpoas pemyranus» - 5T0 TBOM
UMUK, KOTOPBIN popmupyetcst u3 upopmanuu o Tebe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IIOJIOKEHHUE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moapOCTKH JETKOMBICICHHO OTHOCITCS K IMyOJIMKAIUK JIMYHOK HH(pOpMAITUN
B HHTepHeTre, HE MOHMMAsT BO3MOXHBIX ITOCIECACTBUM. TBI JTaXK€ HE CMOXKEIb
JoragaThCs 0 TOM, 4To (pororpadus, pa3MelleHHas 5 JIeT Ha3ajd, craja MPUYHHOU
OTKa3a IPUHATH TeOs Ha padoTy.

KomMenTtapuu, pasmernieHue TBoux Qortorpaduii u apyrue IEeWCTBUS MOTYT HE
MCYE3HYTh JaXKe MOCJe TOro, KaK Thl UX yAauIllb. Thl HE 3HACIIb, KTO COXPAHUI ITY
uHpOpMaIUIO, TMOMNaJia JI OHAa B TOUCKOBBIE CHUCTEMBl M COXpaHMJIACh JTU OHA, a
[JIABHOE: YTO MOAYMAIOT O Tebe OKpy:Karolllee JIF01, KOTOPble HAUAYT U YBUJIAT 3TO.
Haiitn wHpOpMammio MHOTO JI€T CHOYCTd CMOXET J000i - Kak U3 J00pBIX
o0y KJICHUH, TaK U C HAMEPEHUEM MTPUYUHUTH BPeJl. DTO MOXKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETEHI I10 3alInTC HHd)DOBOﬁ penyTanuu.

1. Tlogymaii, npexae yeM 4To-TO MyOJMKOBATh W NepenaBaTh y ceds B Oiore wid B
COIIMAJIbHOM CETH;

2. B nactpoiikax npoduisi yCTaHOBH OIpaHUYEHUS] HA IPOCMOTP TBOETO MPOPUIIS U
€ro COAEPKUMOTO, CIIEJIAl €T0 TOJBKO «JJIS IPY3EN»;

3. He pasmemaidi u He yKa3blBaili HHPOpPMAIMIO, KOTOpas MOXET KOro-indo
OCKOPOJISTH WJIH OOMKATh.

ABTOpPCKOE NIPaBO



CoBpeMeHHbIE UIKOJIbHUKUA- aKTHUBHBIE TMOJb30BATEIN LHU(PPOBOro MPOCTPAHCTBA.
OnHako [Jajneko He BCE 3HAKT, YTO IOJb30BAHWE MHOTMMH BO3MOKHOCTSIMU
1 poBOro Mupa TpedyeT COOII0IeHUs PaB HAa UHTEUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyalbHAsi COOCTBEHHOCThY? OTHOCUTCSI K Pa3IMYHBIM TBOPEHUSIM
YeJI0OBEUYEeCKOr0 yMa, HauMHasg C HOBBIX HM300pPETEHUH M 3HAKOB, O0O3HAYAIOUIMX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTHM , M 3aKaH4YMBash KHUramu, (ororpadusmu,
KUHO(PWIBMAaMHU U MY3bIKaJIbHBIMU MIPOU3BEICHUSIMHU.

ABTOpPCKHME 1@paBa- JTO I[paBa Ha MHTEJUIEKTYyaJlbHYlI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JUTEPATypbl U HCKYCCTBA. ABTOPCKME IMpaBa BHICTYNAIOT B
KaueCTBE TapaHTUU TOTO, YTO MHTEIIEKTYaIbHBIA/TBOPUECKUIN TPyl aBTOpa HE OyIeT
HApacHbIM, J1aCT €My CIIpaBeIJIMBbie BO3MOXHOCTH 3apaboTaTh Ha pe3ylibTaTax
CBOETO TpyJa, MOJTYYUTh U3BECTHOCTh U NpusHaHue. Hukro Oe3 paspeunieHus aBropa
HE MOXET BOCHPOM3BOJIUTH €ro TMPOU3BEACHHE, PACHPOCTPAHITH, IMyOIUYHO
JEMOHCTPUPOBaTh, MPOAABaTh, HMMIIOPTHUPOBATH, IyCKaTh B IMPOKaT, ITyOJIUYHO
UCTIOJHSTh, TOKA3bIBATh/UCTIOIHSTH B d(upe Win pa3Meniath B UntepHere.

Hcnonp30BaHue «MUPATCKOr0» MPOTPaMMHOI0 OOECHEYEHUsI MOXKET NPHUBECTU K
MHOTHUM PHCKaM: OT TOTEPH JTAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKH TBOETO
YCTPOMCTBA, TJI€ YCTAHOBIICHHBIM HE JieralibHas mnporpamma. He crout Takxke
3a0bIBaTh, YTO CYIIECTBYET JIETalbHbIC M OECIUIaTHBIC MPOTPAMMBI, KOTOPHIE MOYKHO
HAWTHU B CETH.

O nopraJe

CeTeBHYOK.p( - TBOIl TJIABHBIA COBETYMK B CETH. 3/I€Ch Thl MOXENIb Y3HATh O
0€30MacHOCTH B CETH TOHSATHBIM U JIOCTYNHBIM SI3BIKOM, a MPH BO3HUKHOBEHHH
KPUTHYECKON CHUTyalldd OOpaTUThCA 3a COBETOM. A TakKe MPUHSITh ydacTHE B
KOHKYpCaXx M CTaTh CaMbIM IIU(PPOBBIM TPaKTaHUHOM !



